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CAPABILITY STATEMENT
CONTACT

Cameron Hopkin, CISSP
Principal Consultant
cameron@waypointca.com
waypointca.com

CREDENTIALS

CISSP — ISC2
CEH — EC-Council
CHFI — EC-Council
MS Cybersecurity & Info Assurance
BS Software Engineering
MBA — 2026

PERFORMANCE METRICS

21+ years cybersecurity experience
10 years U.S. Navy service
$22M+ defense budgets managed
700+ accounts analyzed (11
investigations)
52+ critical vulnerabilities remediated
60% AWS cost reduction (HHS OIG)
28 engineers led through CNSSI audit

NAICS CODES

541512 Computer Systems Design
541519 Other Computer Services
541611 Management Consulting
541690 Other Technical Consulting
611420 Computer Training

COMPANY DATA

SBA Certified SDVOSB (App #63605)
UEI: K2NVWB4QXKN6
CAGE Code: 14Z63
90% VA Disability Rating

COMPANY OVERVIEW

Waypoint Compliance Advisory is an SBA-certified Service-Disabled Veteran-Owned Small Business helping defense contractors
meet the CUI protection obligations already written into their contracts. DFARS 252.204-7012 and NIST SP 800-171 apply today,
independent of any certification program. A weak or undocumented SPRS score is a contract and False Claims Act risk right now. We
build the security program and evidence that satisfies current requirements and carries directly into third-party certification if and when
DoD resumes CMMC Phase 2.

CORE COMPETENCIES

NIST 800-171 Self-Assessment: Full 110-control assessment scored to the DoD assessment methodology, with the objective
evidence needed to defend the score you post to SPRS.
SPRS Score Remediation: Prioritized remediation of the controls costing you the most points, sequenced by score impact per dollar
so a low score becomes a credible one before your next award.
SSP & POA&M Development: System security plans and plans of action that hold up under government review. This is the
documentation DFARS assumes you already maintain.
CUI Scoping & Supply Chain: CUI identification and enclave scoping to shrink your assessment boundary, plus subcontractor flow-
down management and supply chain risk assessment.
Incident Response & DFARS Reporting: IR plans, tabletop exercises, and 72-hour cyber incident reporting procedures that satisfy
DFARS 252.204-7012 (c) through (g).

PAST PERFORMANCE

United Launch Alliance (Vulcan Rocket Program) — Cybersecurity Architect leading 28-person team. First-ever CNSSI 1253
assessment and concurrent DCMA/ISO recertification for national security space program.
→ Zero audit findings. Established repeatable evidence and policy management program adopted program-wide.

U.S. Navy — Combat Systems (2000–2010) — Fire Controlman, Data Systems Technician, Combat Systems Supply Officer. $22M+
defense procurement management. Security clearance holder.
→ 10 years service. DoD mission, procurement, and federal compliance culture expertise.

HHS Office of Inspector General — Lead Security Engineer embedded across 13 production teams. NIST RMF, FISMA ATO
maintenance, HIPAA Security Rule implementation for federal healthcare systems.
→ 60% AWS cost reduction while strengthening security posture. Zero compliance findings across audit cycles.

U.S. Department of Homeland Security / USCIS — Security architecture and access control for federal identity management
systems. NIST 800-53 Rev 5 control mapping, FedRAMP boundary scoping, and ATO documentation.
→ Delivered ATO-ready documentation for cloud-hosted IAM components supporting USCIS mission systems.

Corporate Tools / NW Registered Agent — Security Engineering Manager. AI-powered security automation, CI/CD security review,
SOC 2 Type 1 readiness, and PCI DSS v4.0.1 compliance environment.
→ 700+ accounts analyzed across 11 fraud investigations. Automated evidence collection reduced audit prep time significantly.

WHY WAYPOINT

Requirements That Are Real Today: DoD suspended CMMC Phase 2 third-party certification in July 2026. Your DFARS 7012 and
NIST 800-171 obligations did not change. We focus your budget on what is actually enforceable.
SDVOSB Set-Aside Eligible: Competitive advantage on DoD set-aside vehicles and prime small business subcontracting goals. SBA
certified SDVOSB, App #63605.
National Security Program Experience: Led the first-ever CNSSI 1253 assessment for the ULA Vulcan rocket program with zero
audit findings. 10 years U.S. Navy combat systems and $22M+ defense procurement.
Certification-Ready by Design: Every control we implement is documented to assessment standard. If Phase 2 resumes, you are
not starting over. You are scheduling an assessment.

TEAMING & ENGAGEMENT

Subcontracting Available: Available to defense primes as a specialized security and compliance subcontractor. SDVOSB status
supports your small business subcontracting plan goals.
Flow-Down Support for Primes: Assess and remediate your subcontractor base. Supply chain risk management and DFARS flow-
down verification across multi-tier supplier networks.
Engagement Model: Fixed-price NIST 800-171 self-assessments with SPRS-ready scoring packages. Remediation sprints and
fractional vCISO retainers ($4K–$8K/month).
Clearance Background: Founder holds prior clearance history and 10-year Navy service background. Available for sensitive
environments with appropriate sponsorship.
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